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1.Padoora B CeTnni

1.1 MoakyIr0ueHne U HACTPOIKA
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e VY0eauTeck, 4YTO yCTPOMCTBO HAXOIUTCS B TOM K€
JIOKAJIbHOM CETH, UTO U MAPUIPYTU3ATOP, IO YMOJIYAHUIO
IP-anpec 192.168.1.10

JIJ1s1 ©'3BMEHEHHUsI CETEBBIX HACTPOEK KaMephbl BAM HYKHO

ycraHoBuTh yruiuty «General_DeviceManage»,
nporpaMma HaxOJHUTCsI Ha KOMITAKT-/IUCKeE.

3amycrute DeviceManage, Haxkmute «IP mouck», Ber

yBuaute IP-aapec ycrpoiicTsa, (CM. pUCYHOK HHUKE)
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e [ BriGepute ycTpONWCTBO /1151 K3MEHEHUS CETEBBIX HACTPOEK
uzMenure IP anpec, Macky, IUII03 U HAXKMUTE KHOIIKY
«3MeHUTB I IPUMEHEHUS HACTPOEK.

IF anpec | 192 183 . 1 .10

1 Macka | 255 . 255 . 255 . O

mnm|1s-2.1ss. 1.1

Kak Ha MK

HTTF nopt 80
TCP nopr (34567

MAC ampec |nu:12:12:bs:ns:?s

CloudID [35b2343426fcbbd3

2 WamenuTe
.
Mapone agm. Pacumpetitbie

1.2 3aBoackue HacTpoiiku |P-kamep

IP-anpec: 192.168.1.10

Macka noacetu: 255.255.255.0
mro3: 192.168.1.1

WM nons3oBarens: admin
[Maposib: HeT maposist

1.3 ABTopusanus

3anyctute |E or mpaB ammunuctparopa. Haxmmure mnpaBoit
KJIAaBUIIEH MBIIIM Ha SIPJIBIKE MPOrpaMMbl, U B CIUCKE BbIOEpUTE
MYHKT «3almycKk OT UMEHHU agMHuHHCTpatopa». Beemute IP-ampec B
aJIPeCHYIO CTPOKY Opay3epa, ycraHoBuTe rutarua ActiveX, Tak e Bbl
MOXKET€ YCTAHOBUTH IUIArMH C JMCKA, KOTOPBIA UJET B KOMIUIEKTE C
YCTPONCTBOM.
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Ycranoska IE ActiveX ms WIN7

(1) YMmeHbInuTe YPOBEHD 3alMTHI KOMIbIOTEpa: System: Cucrema
-> Run: 3amyck, BBeaute "msconfig”, sarem maxmwute Enter. Cw.
M300pakKeHHUE HIKE.

Programs (1)
2} msconfig

Files (1)
B PR AR R -en

1 See more results

maconfeg = | Shut down  *

Haiee, 3anaiiTe ypOBEHb I10JIb30BATEIS
Bxnanka CepBuc, HacTpoiika KOHTPOJIS y4. 3anuceil

2 System Configuration =
Genersd | Boot | Services | starnp | Tools
Tool Name: Descrpten 2
About Windows Display Windows version information.
Change UAC Settngs Change User Account Contrel settngs. B
Action Center Open the Action Center.
Windows Troubleshooting Troubleshoot problems wish your computer.
Computer Management View a0 configure system settrgs and components.
Systems Informaton View advanced nformation sbout hardware and software settings.
Evertt Viewer View momionng and Soubleshocting messages.
Programs. Launch, add or remove programs and Windows components.
Svetam Py e e Viesw hasi efnemation At win o Mo e evatam eathinns. .
« m '
Selected command:

Ciwindows \system32pwnver .exe

o Cancel oty | Lt

VYcraHoBHUTE MUHUMAJbHBIA KOHTpPOJIb, KaK MOKa3aHO Ha PUCYHKE
HIUXKE.
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Choose when to be notified about changes to your computer

User Account Control helps your competer.
Tell me meve aboe User Account Contrel seshings

== Never notify me when:

rog
fmy compater
© Imake changes to Windows settings

© Not recommended. Choose this only i you need to
use programs that are not certified for Windows 7
- because they do not support User Account Control,

Never noty

(2) VYcraHoBuTe YpOBEHb 3amuThl Opaysepa IE

Internet options: CBoiicTBa 0003peBaTens

oTa e
I 8] seueTons ~T4r] x || ting -
e Fovortes | g ] Supgested S = ] Web Sice Gty =
B hewTab Fi - B - 0w - Pege Safety~ [Toohe @+
T Diegrom Conmection Probe.
£ Respen st Brming Sesian
[ Popp Bocker
(@ Manage Add-ons
Reopen closed tabs ~ Browse with InPrivate
View tabs that youive dosed Explores. o storing tromsing
B toan
Reapen Last Browsing Sessian m
Use an Accelerator
open ce il tex that you'ee copied from a mebpage.
m

Show

S

@ intemet | Protected Mode On £ v B

Security Level: Bxianka bezomacHocTs
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Intermet Options 5 e
General | security | Privacy | Content | Connections | Programs | Advanced |

Home page
/? To create home page tabs, type each address on its own ine.
ar

ttpc//go.microsoft.co /TLinkid=63157]

[ Usecsrent | | Usedefout || Useblank |
Browsing history

J{T Deete temporary fles, history, cookies, saved passwords,
¥ and web form nformaten.

Delete browsing history on ext

| Deete.. || setogs |
Search
).’:) Changs search defaits., [ settngs |
Tabs
e bam webpages are daplayed i [ semogs |
Aooearance
[ coorn | ongoges |[ Fons | [ accesmbity |
o J[ e ]

Jns 3oubl MHTEpHET, B nyHKTe [lpyrou

BeIOCpHTE "enable”

BKJIFOUUTH HJIU MPEIararth JIJIs CJACTYIOINX TyHKTOB:
e 3arpy3ka HeMmoAIMMCAHHBIX 3eMeHTOB ACtiveX;

e lcnonmp3oBanme »iemenToB ActiveX He

Oe30IacHbIE JJIL UCITOJIB30BAaHU A,

Security Settings - Interet Zone
Settings
® Prompt -
¥, ActiveX controls and phugins
9] Allow previously unused ActiveX controls to run without prom
Disable j
© Enable
¥) Alow Scrptiets
Dessble
© Enable
Prompt
¥ Automatic prompting for ActiveX controls
Disable

© Enable
¥/ Binary and script behaviors
Administrator approved
Desabie
@_Enshie
« B »

“Takes effect after you restart Internet Explorer

Reset custom settngs.
Reset 9! [1ieum hioh (defouit)

7 [Crema]

IIOMCYCHHBIX KakK
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Jlasiee mpu BXOAC Ha Balle YCTPOMCTBO MOSIBUTCS OKHO C
ycraHoBkoi ActiveX ruiaruxa

!ﬁg http://192168.0.252/

i Vispannoe | i Bl Pexomenayensie yaner v

| @ NeTSuveillance WEB

(%) /inn 31010 beb-yana ywa creaytowan HaACTPO

‘odule” o1 "Microsoft (HenoaTeepxaentuii wsaatens)’. ECnn bt A0BEpRETE 3TOMY BEG-y31y 1 3T0H HOACTP Al i
3anycrums HaacTpoiKy

‘3anyckars HAACTPOIiKY Ha BCex Be6-ysnax
aropet pucka

Crpaska nanenn Hdopmaum

BriOpare myHKT «3amycTUTh HaJCTPONKY» HOCIIE Yero MOsIBUTCS
BCIUIBIBAIOILEE OKHO

3anyCcTHTb 3TOT 3neMeHT ynpasnenna ActiveX?

Wma: web activex module

MspaTens: Microsoft (nenogTeepXxaennblii n3QaTenn)

1| Hesomonwsto |

Apyroii NporpamMMel Wk Npy ycTaHoske Windows. Paspewats ero soinonHeHne
cneayeT TONbKO B TOM ClyHae, eCM Bbl A0BEPAETE ero usaatento 1 seb-yany,
3aNpaLMBAIOLLENY M0 BbINONHEHME, DaKTODbI DUCKS

2 3TOT 3neMeHT ynpasneHns ActiveX yxe Bbin ycTaHoBNeH Npu YCTaHoBKE
@

HaxxaTb «BBEIIIOJIHUTEY
Veranoska |E ActiveX mus XP

HpI/I YCTAaHOBKE JIA XP HCO6XO)II/IMO HAaCTPOUTH TOJIBKO

YpOBEHb  3amuThl  Opay3epa. HacTpoiiku  OCyIIeCTBISIOTCS
aHaJIOTUJHO ¢ Win7.
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3areM BBEAUTE JIOTHH U IMapOJib IJIs1 JOCTYIA K Kamepe

OxHO ABTOpU3allNN

sserpt: © interet| Pretected Mose: O

BEle oozl
[Tocne aBTopu3aluy MOSBUTCS U300paKEHUE C KaMePhI
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1.4 IIporpamMHoOe o0ecnieyeHue

1.4.1 Ycranoska CMS

YcranoBure CMS, 3amycture ero oT mpaB aJMHHHCTPATOPA,
MM I[IOJb30BaTeIsl II0  YMOJYaHHIO: SUPEr, mapojgb HE
Tpedyercs

CMS

U BINOSTHUTE CIIETYIOMINE ICHUCTBHS:
1.4.2 Jlo6aBneHnue oomacTu

Cucrema-> YcrpoiictBa->/]00aBUThH 001aCTh
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1.4.3 Jlo6aBnenue ycrpoicra

Her. | IPanpec [Mopr [ mac | vendor [
IP nonac ‘ e
Vg Test
Tan I 1P anpec Iv Ofnactb I ARsP [~ Cloud
Obnacte
Mopt
Mg admin Napons
TFrres PerncTpatopei
Vendor H2BDVR -
oK Otmenz

CymiecTByeT HECKOJIBKO Ccrtoco0oB nobasnenus |P-kamep:

e IP-aapec, Bbl MOXeTe BOCIOJb30BaTbCsS AaBTOMATH-
YECKUM TIOMCKOM JJI OIpENEIEHUs] YCTPOMCTB B
JIOKaJIbHOM ceTu MO0 BBECTU JaHHbIE BpyuyHylo. B
cllydyae TMOJKIIOYEHMsI YJAJeHHbIX Kamep (4epes
Wntepuer) nannele BBomsarcs BpyuHyto (TCP mopr
34567 nomxeH ObITH HMPOOpOIIEH U YCTpoicTBa Ha
BallleM YJaJIC€HHOM pOyTepe)

e DynDNS (o6mactp). [lns 100aBieHUs HEOOXOAUMO
BBCCTH JIOMCHHOE WM, MM TIOJb30BATESI U TAPOIb.
Iopt ncnonszyerca TCP — 34567,

e ARSP, ne ucnons3yercs;

e Cloud (o6aaunbiii cepBuc). B mome SeriallD Bam
He0OXOMUMO BBECTH CEpPHUIHBIA HOMEp O0OOPYIOBAHMS.
JIaHHBIA KO MOXKHO HaWTH B MEHIO perucrtparopa i
MeH->Caenennsi->Bepcus. NATStatus nomkeH UMeTh
craryc “[lonxmroueno” wim “CoenuHeHO”

CEPUMHBIA HOMEP C KOPOBKM HE IPEJOCTABHUT
JOCTYI K OBJIAYHOMY CEPBUCY!!!
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1.4.4 YroObl MOAKIIOYUTH KaMepy ABAXKIbl HAKMUTE HA UMs
yCTpoOiicTBa, 3areM BbIOEPUTE OCHOBHOM TOTOK  HIIU
JIOTIOJTHUTEIBHBIN MOTOK (CM. PUCYHOK HUXKE)

YCTpOHCTBO MOAKITIOYEHO yCIIEIHO!

1.5 Hactpoiika 6ecnipoBoanoro coexunenust Wi-Fi

HaxwmuTe KHOIIKY «pacliipeHHbIE» B MEHEIKEPE YCTPOICTB

te. [ P aspec [ Mopr [ Onucarime [ MAC apec \Pagpec | 192 . 168 . 1 . 218
O 1sziss02s2 34567 o 51:1d:55 — —
Oz 1s21821155 34567 48a%ze Macxa | 255 - 255 . 255 . O
O: 1s2188110 34567 00:12:12:4214:85 = m a
O+ 1s21sz1212 34567 202213 8aboke lnes -
Os 2 34557 00:3::04:0047.26
Os 2557 002t 42 4“5”5 oK

HTTF nopr |20

TCF nopr |34567

MAC agpec [acia2:13:9abe 6e

CloudID |Sa1d4fc18ef68%ec
< n ] 3 MsmermTe
IProvee | o5, yemp Spayazp Fecropr | | Mapors am Pacumperse
s oanra: | Myre Qtoans

11
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Bri6epure Hactpoiiky Wi-Fi

P =]

DNS1 192 . 168 . 10 . 21

DNS2 0.0 .0 .0 Kaw Ha MK

MobrnsHeNi nopT

DDNS

TURDDNS ey x Perucrpaus
r

BKn,

VMnaflonena

VnsDDNS
Mapons

WieFi HacTpoiia
Coxparine Orrera

Jlanee ycTaHOBUTE rajiouky «BKIIOYUTEY, BHITOTHUTE

MIOMCK CETEU U BHIOEPUTE CBOIO CETh.

Benute nmapons u ykaxute |IP anpec kamepbl WK BKIIOYUTE (QYHKITHIO
AaBTOMAaTHYECKOTo MpucBoeHus ip-aapeca (DHCP).

Haxxmute OK mmst coxpaHeHus! HACTPOEK.

He otkJirouaiiTe cereBoii kadeab(RJ45) u noxaurech nepe3arpy3ku
kamepsbl. Eciiu nepe3arpy3ka He mpou3o1uLia nepe3arpy3ure
YCTPOIicTBO Bpy4HYI0, yepe3 \Web-unrepdeiic.

C nomorsio «Device manager»

HaliuTe KaMepy B CETH U MOAKIIOUUTECH K HEH, OCie Yero MOXKHO
OTKJIFOUUTH CETEBOM KabeJb.

Tax sxe Hactpoiiku Wi-Fi moxxHo npoussectu B Web unrepdeiice
Kamepsl yepes Opaysep IE.

Hacrpoiika noctynHa B koH(urypauuu Ycrpoiictsa -> Cucrema ->
Coyx0s1 -> Wi-Fi.

12
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WA =3
S5ID | AyTeHTudmKaLa | CurHan I -
VimpelIP WRAZPSK MpexpacHo
VTK WRAZPSK MpexpacHo E|
WiFi-DOM.ru-7943 WPA2PSK MpekpacHo
AMX WPA2PSK MpekpacHo

Moumck |
BKMOYMTE I3 ™ bHcP
SSID WiFi-DOM.ru-7943

Tun KoAa TKIP il

IP anpec 192 168 . 1 . 213
Macka 255 . 255 . 255 . O

LWnios 192 . 168 . 1 . 21

OK. I Cancel |

[Mocne nactpoiiku Wi-Fi kamepa BbigacT cooOleHne 0 COXpaHSHUH 1
nepesarpyske

MsmeHeHna ycnewwHo coxpaHeHbl, 4na pabotel Tpebyetca
nepesarpyska, BbINONHWTL NEPE3arpysKy HEMEANEHHO?

Haxwmute «la», n 1oxxauTeCch nepe3arpy3ku yCTpOMCTBA.
BHUMAHME!!! kabenb muTaHus U cETEBOU Kabemb, BO BpeMst
nepes3arpys3Kku, He OTCOEUHATh OT YCTpoKcTBa!
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